Abstract: This paper presents a two-stage watermarking technique for image authentication adapting the advantages of vector quantization (VQ). In the proposed algorithm, robust watermark and semifragile watermark are embedded independently in two successive stages. Robust watermark and VQ enhance the security of the system by providing double protection to the designed system, while semifragile watermark helps in authenticating the received image. Watermarks of varying sizes are embedded in the cover image, and their performance is measured in terms of peak signal-to-noise ratio (PSNR), weighted PSNR, and bit error rate. A threshold-based approach is suggested for identification of attacks as acceptable or malicious. The experimental results demonstrate the capabilities of the method in classifying attacks and correctly locating the tampered area. It is possible to detect and determine tampering with very high sensitivity. The present scheme outperforms previous algorithms in terms of imperceptibility, attack classification criteria, robustness feature, and tamper detection feature.
Introduction
Digital images play a significant role in almost all practical applications, such as military, medical, and broadcasting images. It is very easy to modify or manipulate digital images with advanced image editing software. Therefore, image authentication becomes a significant research topic. As per the recent study, digital watermarking [2, 4, 6, 7, 17, 20] is considered the most suitable technique for image authentication. The watermarking technique for authentication purpose can be classified as robust, fragile, or semifragile based on its level of security. A robust watermark is used to resist intentional or unintentional manipulations, and finds application in the area of ownership verification and copyright protection [13, 14, 22] . A fragile watermark destroys itself even for small accidental or intentional changes [8, 9, 19] . On the other hand, the semifragile watermarking method uses watermarks that have the ability to resist content-preserving manipulations caused by standard image processing operations like enhancement, compression, noise addition, and rotation, but is fragile against malicious attacks [1, 12, 15] . Thus, fragile or semifragile watermarking techniques are good for application in images and video content authentication/tamper detection [3, 13] . Vector quantization (VQ) [11, 13] is broadly accepted in image compression applications due to its high compression ratio, and is very simple to decode [12] . VQ is also an effective method in digital watermarking. Various VQ techniques have been recommended by researchers in the past decade for image watermarking [3, 11, 16, 29, 31, 32] , with the objective of image authentication. The concept of image watermarking using the VQ technique was pioneered by Lu and Sun [11] . Later modification of the paper was suggested in Ref. [13] . It was also suggested in Refs. [18, 21, 23, 24, 27, 28, 33] . Multiple watermarking not only provides a high level of security but also reduces storage/bandwidth requirements. Moreover, the security and confidentiality of the image authentication system can be improved by scrambling the watermark before actually embedding it into the cover image [28] . The size of the watermark is the sum total number of bits occupied by all watermarks for multiple watermarking. It is observed that degradation in the quality of the watermarked image will not be noticeable if the size of the watermark is small [25, 26] .
The following limitations are found in the aforementioned literature: (a) The watermarked image has poor visual quality issues. (b) Multiple watermarking improves the security of the algorithm but reduces peak signalto-noise ratio (PSNR) quality. Thus, the proposed method uses zero watermarking [30] for robust watermark embedding. (c) In some papers, attacks are identified as incidental or malicious; however, none of the previous works suggest any method for classifying attacks based on quantitative measures. Thus, a suitable method having the capability to identify attacks based on some quantitative method should be designed. (d) Fragile watermarking techniques are used for strict authentication; they destroy acceptable manipulations such as rotation, enhancement, noise addition, etc. Hence, for some practical applications, semifragile watermarking is preferred; however, issues of robustness and tamper detection accuracy need to be improved. (e) VQ is a lossy compression technique, and thus may not be used for applications where every single pixel matters.
Therefore, an efficient image authentication algorithm with a good visual quality of the watermarked image, the advantage of comparatively less bandwidth and storage space, high accuracy in attacks classification, and high tamper detection accuracy needs to be designed. In this paper, an image authentication algorithm is suggested by using two stages of watermarking with an improved VQ approach. In the first phase, scrambled robust watermark is embedded by utilizing the statistical properties of VQ indices for received image integrity verification. In the second step, the semifragile watermark is embedded by using a modified index key-based method (MIKB) for image authentication. The proposed scheme suggests a "quantitative threshold-based approach" for classifying attacks and localizing the tampered area. Table 1 shows the objectives of using multiple watermarking and the VQ technique.
The significant contributions of the present paper are as follows: -Watermarks are embedded in two stages for embedding robust and semifragile watermarks, respectively; the random nature of key improves the security of the designed system. -Scrambled robust watermark is embedded to enhance the security and integrity of the system. Semifragile watermark is embedded in indices of VQ to improve the performance of the proposed system. -An improved codebook is designed by adding more number of iterations. A new codebook is generated each time the algorithm runs; thus, the integrity and security of the designed system is very high. -A threshold-based approach is suggested to classify attacks as acceptable or malicious attacks. 
Techniques
Objectives achieved by using the techniques Two-stage watermarking Use of dual watermarks instead of single watermark has various advantages: -Enhances the robustness and security of the hidden watermark -Prevents tempering -Increases the security of the system, as the intruder has to break three unique keys -To improve the quality of the watermarked image in the proposed technique, the watermarks are embedded in two stages. In the first stage, the watermark does not modify the vector quantization (VQ) compressed image. In the second stage of watermark embedding, a semifragile watermark is embedded in VQ indices VQ -Reduces storage and bandwidth requirements during transmission -Enhances the security of the image authentication algorithm -However, multiple watermarking and VQ increase the computational complexity and may reduce the quality of the watermarked image. Nevertheless, the proposed method uses codebook length equal to half of the cover image size to reduce compression distortion, hence improving the watermarked image quality -Tamper detection and localization is possible for a single-pixel change in the received image. Thus, the sensitivity of the system is very high. Table 1 shows various techniques used in the proposed work and their objectives. The present paper is organized as follows: Section 2 describes the proposed method; Section 3 gives experimental results and analysis of the image authentication algorithm; and, finally, Section 4 addresses the conclusion of the article.
Proposed Method
In this section, the details of the proposed image authentication algorithm are presented. The main idea for this algorithm is first to compress the image using the VQ technique. The binary watermark images are embedded in two successive stages using a random key-based approach by using the properties of indices; the output of both stages are combined to get a watermarked image. The watermarked image is sent over an open communication channel, where incidental or malicious changes over the image may occur. In the receiver side, watermarks are extracted independently using markkey1 and markkey2 in stage 1 and markkey3 in stage 2 by re-applying two-stage VQ on the received watermarked image. The authenticity of the received image is analyzed using the extracted watermark images. Details of tamper detection, localization, and classification of attacks are described in subsequent sections.
VQ Method
VQ is a lossy compression method [10] . The input to the VQ encoder is an image and a codebook. The codebook plays an important part in VQ. The codeword in the codebook decides the resultant compression distortion. A representative codebook is first generated from some training vectors using the well-known iterative clustering algorithm given by Linde et al. [10] . The image to be encoded is partitioned into non-overlapping blocks of the same size. Each block is evaluated for its Euclidean distances with the code vectors in the codebook. Then, the index of the code vector having the lowest Euclidean distance is considered as output. At the VQ decoder, the same codebook is used to reconstruct the image by performing a simple lookup operation. Table 2 shows the notations used for embedding watermarks in two stages. The structure of the quantizer should provide a compromise among semifragility, embedding distortion, and security. The basic idea of multistage VQ is to divide the encoding task into successive stages, where the first stage performs a relatively crude quantization of the input vector using a small codebook. Then, a second-stage quantizer operates on the error vector between the original and quantized first-stage output. The quantized error vector then provides a second approximation to the original input vector, thereby leading to a refined or more accurate representation of the input.
Proposed Watermark Embedding Technique
Embedding of watermark is done in two stages: a robust watermark embedding stage and a semifragile watermark embedding stage. The detail of the watermark embedding process is described in the next two subsections.
First Stage of Watermark Embedding
In the first stage, a robust binary watermark is embedded. Robust watermark embedding is done in two steps.
Step 1: For generation of the codebook for the first stage, i.e. C1, the cover image I, having dimensions a × b is divided into K non-overlapping blocks, each of size 2 × 2 pixels. In addition to input image, the number of iterations (iter) and minimum distortion (d), iter > 1 and d > 0, are taken as input to the improved LBG algorithm [10] . The algorithm performance is improved by increasing the number of iterations, and a new codebook is generated each time the algorithm runs. After the generation of codebook1, the robust binary watermark W r , with pixel size (p × q), is scrambled with randomly generated markkey1, where 1 ≤ markkey 1 ≤ (p × q) for the present algorithm. The resultant scrambled robust watermark is W rscr . The original image I with size is a × b is then divided into vectors s(a, b) with size 2 × 2, where I(m, n) denotes the image block at the position of (m, n). After that, each vector I(m, n) finds its best codeword in the codebook C1 and an index "s" is assigned to I(m, n). We can then obtain the index matrix X with elements x(m, n), which can be represented by
For most images, the VQ indices in the neighboring blocks may be the same; this characteristic is used to calculate parameter G, called robust parameter. After calculating the variances of x(m, n) and the indices of adjacent blocks: 
Thus, the robust parameter G can be computed as
where T is a threshold, i.e. standard deviation of one-dimensional index matrix X. Now, the embedded robust watermark or markkey2 can be generated by EX-ORing of the scrambled watermark with the robust parameter. The watermark is termed as "robust zero level watermark," as it is robust to almost all image manipulations and it does not change the VQ compressed image at all. Final watermarked image markkey3
Key used for semifragile watermark embedding
Step 2 -First stage VQ image reconstruction: After robust watermark embedding, reconstructed image I′(a, b) and error image E(a, b) can be obtained as follows:
Equation (5) shows the reconstructed image after the first stage, while Eq. (6) represents the output of the first stage, which happens to be the error image.
Second Stage of Watermark Embedding
In the second stage, a semifragile authentication watermark is embedded. Semifragile watermark embedding is also carried out in two steps.
Step 1 -Codebook2 generation: For codebook2 generation, the error image, i.e. E(a, b), serves as the input training sequence to the improved LBG algorithm. Further, like the original image, E(a, b) is also divided into L vectors E(m, n), each of size 4 × 4, where E(m, n) points to the image block at the location of (m, n). Codebook2 "C2" is thus generated in the same manner as C1.
Step 2 -Second-stage watermark embedding: After codebook (C2) generation, each vector of input training vector finds its most suitable code vector, C2 x , in codebook2 (C2) and assigns indices (y) to E(m, n). Now, using these indices, index matrix Y is created, with elements y(m, n), which can be represented as follows:
Now, each element of index matrix Y is modified according to binary semifragile watermark W s . For semifragile watermark embedding, a single bit of watermark W s is inserted into each index of X. If K is the size of codebook2, where K = 2 r , then each index has r binary bits. The embedding position of each semifragile watermark bit is decided using randomly generated markkey3, where 1 ≤ markkey3 ≤ r. Watermark bit W s replaces a binary bit of each index of matrix Y at the position defined by markkey3 from the LSB end. For example, let Y 14 = 34, its binary equivalent is (00100010) 2 , assuming markkey3 = 2 and W s (14) = 0; then, after watermark embedding, Y 14 is modified to (00100000) 2 , i.e. 32. Using these modified indices, the semifragile watermarked image is reconstructed at the VQ decoder using MIKB. Let the reconstructed image be E′ (a, b) . Thus, the semifragile watermark embedded image obtained is represented as follows:
The main characteristic of the scheme is that every time the algorithm executes, a new codebook is generated. Moreover, different keys are used for semifragile watermark embedding. Thus, it is difficult for an intruder to predict embedding keys or codebook.
Watermarked Image Construction
Finally, the watermarked image is obtained by combining the modified reconstructed image obtained after the first stage and the semifragile watermarked embedded image. Thus, the final watermarked image is represented as
The novelty of the scheme is that the watermark is embedded independently in two stages, and random keys are used for watermark embedding.
Watermark Extraction in Two Stages
This subsection explains the watermark extraction procedure of the proposed algorithm. It is understood here that both the sender and the receiver share the same codebooks. Thus, it is possible for the receiver to extract watermarks in two stages using VQ indices and corresponding codebooks in two stages. The procedure adopted for watermark extraction in two steps is given below.
Step 1 -Robust watermark extraction in the first stage: At the receiver side, the reverse process of the watermark embedding process is carried out. The received image W′(a, b), in a similar way while encoding, is divided into K non-overlapping blocks of size 2 × 2. The VQ encoder, as discussed before, is used along with codebook1 to find the encoded indices of the first stage. The obtained VQ indices are used to compute robust parameter G. Then, XOR operation is performed between the robust parameter G and markkey2 to get back permuted robust watermark W′ rscr . Finally, an inverse permutation process is carried out with markkey1 to get the extracted robust watermark . Step 2 -Semifragile watermark extraction: In the second stage of extraction, watermarked image W′(a, b) is segmented using the previous phase output I′′ (a, b) to obtain the second-stage approximated image I′′(a, b), which is further divided into L vectors, each of size 4 × 4. The standard VQ encoder executes the nearest-neighborhood search to obtain the encoded indices (y′′). Then, using markkey3 semifragile authentication, watermark bits are recovered from indices y′. These extracted watermarking bits are then grouped as per embedding order to form extracted semifragile watermark . 
Authentication Stage
After the extraction of the robust and semifragile watermarks, the next step is to verify and authenticate the received image. Detailed steps for authentication procedure are discussed below.
Step 1 -Verification of received image: To verify the integrity of received image W′(a, b), the extracted robust watermark is compared with the embedded robust watermark, using parameter normalized Hamming similarity (NHS). NHS [10] is defined in Eq. (10) 
Here, HD (...) stands for the Hamming distance between two binary images, i.e. the number of bits different in two binary images. If the value of NHS is equal to unity, that means the embedded watermark and the extracted watermark are identical. Thus, the integrity of source is verified; otherwise, it is not verified.
Step 2 -Authentication of received image: For authentication of the received image, the similarity between the embedded and extracted semifragile watermarks is checked. If the value of NHS is ≤0.99, then there is a possibility of some security attack on received image W′(a, b). As semifragile watermark is used as authentication watermark in the proposed algorithm, all of the image content authentication analysis is performed using the semifragile watermark. Further difference image is obtained as ( , )
. D(a, b) is 1, it is considered an error pixel; otherwise, it is not an error pixel.
Step 3 -Embedding capacity: The maximum embedding capacity (MS) of the watermarking method [31] is calculated using Eq. (11):
where a × b is the size of the cover image and p × q is the size of the watermark image.
Step 4 -Tamper detection, localization, and attack classification: If any error pixel is identified in  D(a, b) , it is checked for malicious or non-malicious attack by using a 3 × 3 pixel neighborhood approach. A pixel is considered a malicious pixel if more than four pixels of its surrounding eight pixels have value 1; otherwise, it is classified as a non-malicious pixel. Figure 1A shows a malicious pixel, whereas Figure 1B shows a non-malicious pixel. Table 3 shows the notations used in the algorithm for authenticating images. The algorithmic structure of the proposed system for attacks classification is explained in brief as follows : -If N2 < Th, the image is classified as incidentally attacked and is acceptable manipulation. Thus, the image is authentic. Else -If N2 > Th, the image is nonauthentic. Else -If N1 > 0 and NHS < 0.7 and N2 < Th, then the image is maliciously attacked; it is not authentic.
-If the image maliciously tampered, the tamper is detected and localized.
The scheme uses a threshold-based approach for classifying attacks. The threshold (Th) value is obtained after testing 300 images for different non-malicious and malicious attacks. It was found that malicious attacks contain >60% malicious error pixels, so the threshold is set to 60% accordingly. Thus, if T2 is more than the threshold and NHS is <0.7, then the image as per definition is categorized as maliciously tampered. White pixel areas on the difference image broadly identify the tampered location, while the tamper is localized by finding coordinates of rows and columns of all tampered pixel locations.
Step 5 -Imperceptibility: The imperceptibility is measured from the PSNR. The higher value of PSNR shows the greater similarity between the original image and the watermarked image. Mean square error (MSE) and PSNR are calculated using Eqs. (12) and (13), respectively. 
where 2 MAX L represents the maximum possible luminance value of the images. Further, weighted PSNR (wPSNR) is calculated using Eq. (14), where noise visibility function (NVF) is a texture-related function whose value is ranging from 0 to 1. It is 0 for images having a lot of textured data and approaches 1 for smooth images [5] . 
where δblock is the standard deviation of block of pixels and NORM is the normalization function used to normalize the NVF value in the range from zero to unity.
Results and Analysis
The performance of the proposed watermarking-based technique for gray and color image verification and authentication using the VQ approach is investigated. The experiment is performed using MATLAB version 7.10.0.499 (R2010a), 64-bit (win64) software. Initially, the experiment is performed on gray images, which are further extended to color images. For gray level images, the experiment is conducted on 250 different 8-bit images of resolution 600 dpi each of size 512 × 512, the binary watermark image of size 128 × 128 as a robust watermark image and semifragile watermark image. The work is carried out employing various combinations of codebook1 and codebook2 under the condition that the codebook size is <512. The visual quality of the watermarked images is evaluated based on PSNR and wPSNR values. It has been observed from simulation results that the best quality of watermarked image is obtained when both codebook1/codebook2 are of size E = 256. Referring to the same table, the average value of PSNR under the no attack condition is 45 dB; the average wPSNR is also approximately 45 dB and the lowest BER is 0.00026. The maximum embedding capacity of the proposed scheme is calculated using Eq. (11), i.e. MS = (512 × 512)/(256 × 256) = 4. The experiment is performed using varying sizes of watermarks for the "Lena" image. Table 4 shows the simulation results for the Lena image. Figure 2 shows five test images and binary logos that are embedded as watermarks, whose results are shown in subsequent sections.
Robustness to Common Image Processing Manipulations
The performance of the method is examined by applying five types of image processing attacks, such as median filtering, blurring, salt and pepper noise, rotation at various angles, and JPEG2000 compression on 300 watermarked images as shown in Figure 3 . Table 5 demonstrates the various results obtained for robustness by processing the five test images by applying different content-preserving attacks, as enumerated above. The terminologies used in the table are as follows: T2, which is a percentage of malicious pixels in the difference image; PSNR, as the imperceptibility parameter; wPSNR; BER; robustness attack; and the parameter of robustness. Here, the cover image is of size 512 × 512 and the watermark size is 128 × 128 in both stages. In Table 5 , blur attack is applied for different radius from 0.0 to 1.1; median filtering is applied for various window sizes from 2 × 2 onwards, salt and pepper noise for various percentages from 0.05 onwards, rotation in both clockwise and anti-clockwise direction, and JPEG2000 compression for different compression ratios.
The degradation in quality is evaluated using PSNR for the received watermarked image; error bits are obtained by BER of the received image, and similarity is checked using NHS. The performance of attacks on the image is evaluated based on the computed percentage of malicious pixels (N2). If the percentage is less than the threshold, i.e. 60%, and NHS is >0.7, the attack is classified as non-malicious; otherwise, it is a malicious attack. The experimental results show that each attack is robust to a certain value of parameters, as depicted in Table 5 . On comparing the results of the same table, it is seen that there is a small variation in the robustness feature of images. Considering minimum values from the table, it is observed that the proposed method is robust for blurring attack for radius 0.7, median filtering up to 2 × 2 window size, rotation to 0.4 angle, salt and pepper noise density 0.07, and JPEG2000 compression quality layer 20 and compression ratio 9. This shows that there is a slight difference in the level of robustness for different images.
Fragileness Characteristics for Malicious Attacks
Further, this algorithm is tested for some content-altering attacks such as cutting a portion of the watermarked image and tampering or cropping the image for different window sizes. The results of four test images are shown in Table 6 for the cut attack and cropping for varying window sizes. The results indicated in the table are averages of all results obtained by simulating 300 images. The table demonstrates that the suggested scheme can identify these attacks as malicious, as a percentage of the malicious pixel is more than the threshold in all cases. It is found from the experimental results that the proposed method can distinguish a single-pixel change in the received image and can identify tampering by >1.5% (8 × 8 tampered area) as a malicious attempt. Figure 4 presents a visual presentation of the experimental results obtained for various fragile attacks. Further, to evaluate the performance of the proposed work for different color images, the experiment is conducted on 50 different color images of resolution 600 dpi, size 512 × 512, and watermark images of size 128 × 128 as a robust watermark image and semifragile watermark image. The codebook size is half of the cover image size for all simulations, and the experimental results are shown in Table 7 . The table shows the experimental results for four cover images, embedded watermark images, corresponding watermarked images, computed PSNR values (between the cover and the watermarked images) in dB under no attack. The results show a slight degradation in watermarked image perceptual quality, i.e. PSNR, as watermark is embedded in all three RGB planes. Table 8 shows the performance comparison of the proposed method with some of the reported VQ techniques. Codebook can be generated by taking input image as training vector or by randomly assigning input vectors. Wang et al. [29] suggested a technique that uses both input image/random assigned values for generation of codebook. In the proposed work, in order to improve the security of system codebook, input training vectors are randomly generated in range of maximum and minimum luminance values of image. The proposed work shares two codebooks instead of their product, in order to improve the extracted watermark image quality and reduce transmission overhead in comparison to Lu et al. [13] . This may compromise security, so a unique codebook is generated each time the algorithm runs. To improve the quality of the extracted watermark, public codebook is used in the proposed method; it overcomes the limitations of Lu et al. [13] regarding poor extracted watermark quality. As most works take input image sizes of 512 × 512 and watermark image sizes of 128 × 128 except Refs. [8, 9] , a comparison is done for these image sizes. The proposed method shows the highest PSNR value and is tested for both color and gray images.
Further, Table 9 reviews and compares the performance of the proposed method with the reported techniques. Other techniques used single watermark except for Ref. [13] , in which two watermarks enhanced the performance and security of the system. Lu et al. [13] suggested that robust and fragile watermarks can be embedded for copyright and image authentication application. The proposed method uses robust watermark for integrity verification, whereas robustness and tampering detection can be achieved by semifragile watermark. Other techniques [3, 8, 9, 22, 29] suggest application in either image security or authentication application. Robustness to certain image processing operations is reported in Refs. [13, 22, 29] and the proposed method. Tamper detection accuracy is excellent for the proposed method and techniques [3, 8, 9] , which can detect and localize tampered locations accurately. Lu et al. [13] detected the tampered area but could not localize it, whereas Shen and Ren [22] and Wang et al. [29] did not suggest any method for tamper detection. The main strengths of the proposed method are summarized as follows: (a) Randomness in the watermarking keys generation and watermark embedding in indices of the VQ encoder is introduced to improve the security of the system. (b) In order to reduce VQ distortion, the number of iterations is increased in the codebook generation algorithm, and codebook length equal to half of the cover image size for all images is considered. (c) Identification and classification of attacks based on quantitative criteria is presented, which is not reported in previous studies.
In the present scenario, many image authentication algorithms are available using other techniques. The proposed algorithm can verify the integrity of the image, authenticate the image even with some acceptable manipulations, improve security, and have the added advantage of bandwidth saving as VQ is employed. The study can be further extended for some real-time images such satellite, biometric, or natural images. 
Conclusion
This paper presented a novel VQ-based watermarking scheme, for digital images authentication. The proposed approach was developed by embedding two stages of watermark with an additional feature of qualitative analysis of the received signal. In the first stage, the robust binary watermark is embedded while another binary image is used as the semifragile watermark for embedding in the second stage using the MIKB method. The key contributions of this study are summarized as follows: (a) Independent watermark embedding is performed in two stages to enhance the security and confidentiality of the proposed system. Randomness in embedding key generation and watermark embedding in VQ indices, using the MIKB method, are introduced, which enhance the security of the algorithm. (b) Attack classification criteria that can identify and classify acceptable and content-altering attacks with high efficiency is developed. (c) The proposed system can identify tampering and localize a single-pixel change in the received image. The major findings of the present work can be identified as follows: -VQ is a lossy compression technique; the designed system uses codebook length equal to half of the cover image size to reduce compression distortion. This gives a better quality of the watermarked image, with the proposed method having a high value of PSNR, i.e. 45 dB (average). -Certain standard image-processing manipulations such as noise addition, rotation at various angles, JPEG2000 compression, and filtering have been analyzed. It can be inferred from the experimental results that the proposed image authentication is robust to these attacks up to certain values of parameters. -The objective of the research is to provide an excellent solution to digital image authentication where each pixel matters. The reported sensitivity of the system is very high -it can identify a single-pixel change in the received image but categorizes tampering by >2% as a malicious attack. -Overall, the proposed method shows better performance in comparison to previous algorithms vis-a-vis the visual quality, robustness nature, and tamper detection and localization of the watermarked image.
Thus, the proposed method offers a potential solution for authentication of aerial images. In the future, proposed work will focus on content recovery from maliciously tampered image and analysis of obtained results. The performance of the suggested work can be improved by (a) recovering tampered indices; (b) applying the algorithm for some real-time images such satellite, biometric, or natural images; and (c) studying potential applications of the suggested technique.
